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Abstract

Stallings and Brown of Computer Security: Principles and Practice write, “One
of the first public-key schemes was developed in 1977 by Ron Rivest, Adi Shamir,
and Len Adleman at MIT and first published in 1978. The RSA scheme has since
reigned supreme as the most widely accepted and implemented approach to public-key
encryption”([7] p.58). This paper offers insight into the work that has been developed
around the RSA algorithm since its creation. Namely, the algorithm, attacks on the
algorithm, and updates to the algorithm are discussed.

1



1 The RSA algorithm

First published in 1977 by Ron Rivest, Adi Shami and Len Adleman as, A Method for Ob-
taining Digital Signatures and Public-Key Cryptosystems [4], the now famous RSA algorithm
is perhaps the most widely used public-key encryption/decryption algorithm today. The ba-
sic form of encryption is as follows: given some plaintext M converted to an integer1, there
exist integers n and e such that the integer cipher text, C, can be calculated by C =n M

e.
This n and e pair is known as the public key and may be released to the public. The basic
form of decryption is as follows: given some cipher text C converted to an integer, there
exist integers n and d such that the plaintext, M , can be recovered by M =n C

d. This n
and d pair is known as the private key and must be kept secret. This encryption/decryp-
tion scheme does not increase the size of the message as both the plain and cipher text are
between 1 and n− 1 in length.

The initial restriction given to e, d, and n, is that M ed =n M ∀ M < n. Yet, there exist
such values of d and e that make it computationally difficult and slow to encrypt M and
decrypt C. So, it is important to determine these values so that we may easily produce M e

and Cd. However, as we will see in the next section, there also exist such values of d and e
that make discovering d fairly easy. So, it is also important to determine d and e so that it
is difficult to find d given e and n.

The RSA key generation algorithm is a follows:

1. Select two “random” prime numbers (we will choose p = 53, q = 79 for our running
example).

2. Calculate n = p · q (n = 53 · 79 = 4187). Note that in practice, p and q should be large
primes. This is because it can be shown that the harder it is to factor n, the more
secure the algorithm.

3. Calculate Euler’s totient function, φ(n) = (p− 1)(q − 1) (φ(n) = 52 · 78 = 4056).

4. Select an e such that 1 < e < φ(n) and GCD(e, φ(n)) = 1 (e=3245).2

5. Calculate d such that d · e =n 1. This can be done efficiently using the extended
Euclidian algorithm. In our case we note that 3245−1 =4056 5, so d = 5.

This gives us a public key of {e, n} = {3245, 4187} and a private key of {d, n} = {5, 4187}.
So, given a plaintext message M = 2871, we encrypt it to be C = M e =n 28713245 =4187 568
which is our unrecognizable cipher text. Then to decrypt C, we compute M =n Cd =
5685 =4187 2871.

We now will go over a brief proof of correctness of the RSA algorithm due to [4]. We will
show that using this scheme encryption followed by decryption will yield the original plain
text M . That is, to prove (M e)d =n M . We use the variables as defined above.

1Messages can be broken down in to multiple blocks using a character endcoding system such a ASCII.
2GCD(e, φ(n)) is the greatest common divisor of e and φ(n).
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Proof. First we will give a few key mathmematical identities. φ(n) is the Euler totient
function defined as φ(n) = φ(p) · φ(q) = (p − 1) · (q − 1) = n − (p + q) + 1 where p
and q are primes. Next, it is known that Mφ(n) =n 1 (since GCD(M,n) = 1) and by
construction, e · d =φ(n) 1 (basic algebraic fact of rings, in this case the integers). Also note
that (M e)d =n M

e·d =n (Md)e . This tells us M e·d =n M
k·φ(n)+1 for some integer k. But

because Mp−1 =p 1 and (p − 1)|φ(n), we get Mkφ(n)+1 =p M (a similar result holds for q).
We can then combine these results for p and q (since p · q = n, and if p and q both divide
something, their product does as well) to get Mkφ(n)+1 =n M , which we already saw was
congruent to M e·d and we are done.

Finally, if one could factor n into p and q, then one has enough information to reconstruct
d, since e is known. But, factoring is a known NP problem with no known efficient solution.
Thus, RSA is secure as long as n cannot be factored. However, it can also be argued that
computing φ(n) would yield an efficient algorithm to discover the factors of n (that is one
could factor n efficiently given φ(n)). The same can be said in regards to d: efficiently
computing d would give you an efficient way to discover the factors n. So, as long as it
remains difficult to find φ(n) and d, the RSA algorithm stays secure. It turns out that there
are several values of e, n, and d that keep the RSA algorithm secure; these values tend to be
very large. However, large values make encrypting and decrypting a slow process. So, there
is an appeal to using small secret and public exponents. So, it is important to find a range
of values such that the RSA process remains efficient and secure. We now explore an area
of values where the RSA algorithm is insecure.

2 The continued fraction attack

The continued fraction attack was developed by Michael J. Wiener in 1989 [8]. Also known
as Wiener’s attack, the continued fraction attack uses clever algebraic relationships with
foundations in number theory to break the standard RSA generated key-pair. For two
primes p and q and an RSA-generated public exponent e, Wiener showed that if e < pq such
that GCD(p−1, q−1) is small, and p and q have approximately the same number of bits, the
continued fractions attack will find secret exponents, “with up to approximately one-quarter
as many bits as the modulus” [8]. That is, if the private key exponent d < pq0.25, then d can
be found using the continued fraction attack; in 2000, [3] improved this bound to d < pq0.292

thus proving even more d’s insecure.
First, some background on continued fractions. Given two sequences of integers, {a0, a1,

· · · , am}, {q0, q1, · · · , qm}, a continued fraction is an expression of the form, a0/(q0+a1/(q1+
a2/(· · · /qm−1 + am/qm) · · · ))). The continued fraction attack only uses the continued frac-
tions whose sequence {a0, a1, · · · , am} = {1, 1, ..., 1}. As a result, we shall have no use
for {a0, a1, · · · , am} for the remainder of this paper. Finally, for a continued fraction a

b
,

the sequence of qi’s related to a
b

is called the continued fraction expansion of a
b

and is de-
noted as 〈q0, q1, · · · , qm〉. Thirdly, for a fraction a

b
= 〈q0, q1, · · · , qi, · · · , qm〉, the fraction

c
d

= 〈q0, q1, · · · , qi〉 is called a convergent of a
b
. It is clear that as i gets closer to m, c

d
gets

closer to a
b
.
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Now, let a rational number f be given. The continued fraction expansion of f is found
by, “subtracting away the integer part of f and repeatedly inverting the remainder and
subtracting away the integer part until the remainder is zero” [8]. Let qi be the integer
quotient and ri be the remainder at step i. f can be found using the following recursive
formula:

q0 = bfc, r0 = f − q0 and

qi =

⌊
1

ri−1

⌋
, ri =

1

ri−1
− qi for i = 0, 1, · · · ,m.

This process terminates at m since rm = 0. Thus, f = 〈q0, q1, · · · , qm〉.
Wiener’s attack, described and proved in [8], works as follows: Let an RSA-generated

public key, (n, e), where n is the product of two primes p and q, and e, the public exponent,
be given such that the conditions to find d using a continued fraction attack are satisfied. It
can be shown that there exists

k =
ed− 1

(p− 1)(q − 1)
g,

where g = G
GCD(K,G)

, G = GCD(p − 1, q − 1) and K = ed
LCM(p−1,q−1)

3. Some algebraic
manipulation shows that

e

n
=

k

dg
(1− δ) , where δ =

p+ q − 1− g
k

n
.

Thus, using the continued fractions algorithm with e
n
, we can estimate k

dg
with convergents

of e
n
. During each iteration of i, the values of k, g, k

dg
, and

(
(p−q)

2

)2

are estimated. It turns

out that if the estimate of
(

(p−q)
2

)2

is a perfect square, then the convergent estimate of k
dg

is

correct as well as the estimates of k and g. Therefore, d can be obtained. An algorithm of
this attack described in [8] can be found in Appendix A.

There is a variation of Wiener’s attack also credited to M.J. Wiener found in [2] that
discovers d in yet another way. This algorithm is based off of the following:

Theorem 2.1. (M. Wiener) Let n = pq with q < p < 2q. Let d < 1
3
n

1
4 . Given (n, e) with

ed =φ(n) 1, the continued fraction attack can recover d.

A proof of 2.1 can be found in [2] but essentially, we gain the knowledge that∣∣∣∣ en − k

d

∣∣∣∣ < 1

2d2
.

This means that we can approximate k
d

with e
n

and find k
d

using convergents in the continued
fraction algorithm.4

3LCM denotes least common multiple.
4Note that GCD(k, d) = 1 thus k

d is in its lowest form.
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Secondly, Wiener’s theorem shows us that since ed =φ(n) 1, there exists k such that
ed − kφ(n) = 1. Therefore, approximating k

d
allows us to then approximate φ(n), since

φ(n) = ed−1
k

. Let τ be our approximation of φ(n) and κ
δ

be our approximation of k
d
. We

define τ = e∗δ−1
κ

. Notice that τ > 0 since e > 1 and κ > 0—We can skip the first step in the
continued fraction algorithm where κ = q0 =

⌊
e
n

⌋
: Since e > n, q0 = 0 in which case κ = 0,

but we know that k > 0. We know k > 0 since k
d
> 0—suppose not. If k

d
= 0, then ed = 1.

Since e, d ∈ Z, then e = d = 1. This contradicts that 1 < e < φ(n). If k
d
< 0, since d is not

negative, k < 0. If k < 0, then ed ≤ 0; a contradiction.
It turns out that finding φ(n) allows us to obtain the secret exponent [9].

Theorem 2.2. Let p, q primes be given. Let τ be an approximation of φ(p ∗ q). τ =
φ(p ∗ q) ⇐⇒ x2 − (p ∗ q − τ + 1)x+ p ∗ q = 0 yields positive integer solutions.

Proof. Notice that p ∗ q − φ(n) + 1 = p + q. If τ = φ(n), then the roots of x2 − (p ∗ q −
τ + 1)x + p ∗ q = 0 are clearly p and q. If x2 − (p ∗ q − τ + 1)x + p ∗ q = 0 yield positive
integer roots, a, b, (x− a)(x− b) = x2 − (a+ b)x+ a ∗ b = x2 − (p ∗ q − τ + 1)x+ p ∗ q = 0.
So, a ∗ b = p ∗ q. Without loss of generality, this means that either a = 1, b = p ∗ q or
a = p, b = q. If a = 1, b = p ∗ q, then a+ b = p ∗ q + 1. Looking at our quadratic again, that
means that a + b = p ∗ q − τ + 1 ⇒ τ = 0, a contradiction. Therefore, a = p, b = q. And
since p+ q = p ∗ q − φ(p ∗ q) + 1, τ = φ(p ∗ q).

So, if the roots of x2 − (p ∗ q − τ + 1)x + p ∗ q = 0 are integers, we obtain the correct
φ(n). If we have the correct φ(n), then we know p and q. If we know p, q, e, n, we can find
d. An algorithm of this attack can be found in Appendix B.

The fact that the private key exponent can be found (if it is small enough) by analyzing
the public key is quite amazing. Additionally, this breakthrough is non-trivial. It shows that
there are provably insecure methods of generating an RSA key-pair. However, this finding
does not invalidate the strength of RSA. In fact, Wiener’s work illustrates ways to make
RSA stronger. He states that we need to be more careful about determining the public
key exponent. For instance, the attack has no guarantee of finding the secret exponent if
e > (pq)1.5. Additionally, we can create a larger d to avoid a successful attack. Unfortunately
though, the main appeal of having a short secret exponent in the first place is that it reduces
execution time of encryption and decryption.

Thankfully, there exists a smarter implementation of RSA. By using the Chinese Re-
mainder Theorem, RSA encryption time is reduced, thus allowing larger secret exponents to
exist.

3 The CRT-RSA algorithm

Wiener’s Attack relies heavily on small choices for the public and private exponents, e and d,
or small instances of GCD(p−1, q−1). As we have argued, simply making these values large
effectively solves our problem and makes RSA secure again, but it also makes encryption and
decryption computationally expensive. However, we can keep the secret exponent, d, large,
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and cleverly5 and efficiently decrypt the message using the Chinese Remainder Theorem. To
do this we choose d such that there exist integers dp and dq where dp =(p−1) d and dq =(q−1) d,
which we calculate separately and combine using the Chinese Remainder Theorem.

Informally, the Chinese Remainder Theorem gives a way to solve a system of congruences
with pairwise disjoint moduli. In algebriac terms, The Chinese Remainder Theorem is an
isomorphism between a ring and the product of its relatively prime elements. More formally
let R be a ring and M ∈ R and M = m1 · m2 . . .mn such that GCD(mi,mj) = 1. The
theorem then states that R/〈M〉 ≈ m1 ⊕m2 ⊕ . . . ⊕mn. This essentially means instead of
working with d mod (q − 1)(p − 1) we can find smaller dp mod (p − 1) and dq mod (q − 1)
(similarly for M) and work with these then convert back to the large d and the maintain
efficiency of a small insecure d.

We modify the original RSA key generation algorithm from above to get the CRT-RSA
algorithm (algorithm found in [5]):

1. Pick p and q as two large primes of nearly the same size such that GCD(p−1, q−1) = 2.

2. Compute n = p · q.

3. Pick two “random” integers dp, dq such that GCD(dp, p− 1) = 1, GCD(dp, p− 1) = 1,
and dp =2 dq.

4. Find d such that d =(p−1) dp, d =(q−1) dq.

5. Compute e =n d
−1.

The public key as before is {e, n}, but the private key now becomes {p, q, dp, dq}. Notice
how we chose d and calculated e unlike the first time around. This way we can choose a
large a secure d. The reasoning behind Step 4 is due to the Chinese Remainder Theorem.
To decrypt a plaintext message M , we find Mp =p C

dp , Mq =q C
dq , and then combine our

results using the Chinese Remainder Theorem to find M . It turns out that this process
is more efficient that the standard RSA and because d is larger is more secure. Proof of
security and efficient performance can be found in [5].

4 Conclusion

In broadest terms, perfect security is still an unsolved problem. The asymmetric key
problem—an instance of a security problem—was mainly unsolved up until RSA’s creation
in 1977. But as we have seen, even this “solution” has its faults. In this paper, we have
discussed the origins and details of the RSA algorithm and have found that the produced
asymmetric key pair can be very secure and practically impossible to break—if we are clever
about the values we pick and the way the key pair is implemented. If we are not clever
about these values, then there are ways to exploit RSA. To combat this exploitation, we use
the Chinese Remainder Theorem. We stop our discussion at this point in the journey of

5with the knowledge of p and q.
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the development of the RSA algorithm, however it is of note to say that there exist ways to
exploit even the CRT-RSA algorithm—see the Bellcore Attack [6]. Moreover, there are even
ways to combat the Bellcore Attack—see [1].

This ebb and flow of solutions and attacks is a great example of modern day security;
it is a constant process of proposed solutions, exploits of a solution’s weaknesses, and then
patchwork responses to those exploits. Today’s notion of a secure system is not a perfect one,
but if a process is proved to be good enough despite its theoretical flaws, it stays around.
Will there ever be a perfect solution to security? Will there one day exist a truly secure
system where access is denied to those not allowed and accepted to those permitted with
no issues whatsoever? It seems a simple problem, but turns out to be extremely hard to
implement. We will keep searching, but will have to settle for “good enough” until then.
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Appendix A One continued fraction attack algorithm

Wiener’s Attack

Input: e, n

q=
[⌊

e
n

⌋]
r=

[
e
n

]
for i = 1→ m do

calculate q′i and append it to q

calculate r′i and append it to r

if i is even then
convergent = calculate 〈q′0, q′1, · · · , q′i + 1〉

else
convergent = calculate 〈q′0, q′1, · · · , q′i〉

end if
kGuess = convergent.numerator

dgGuess = convergent.denominator

edgGuess = e*dgGuess

totientGuess =
⌊
edgGuess
kGuess

⌋
. where totientGuess is the approximation of φ(n).

gGuess = edgGuess % kGuess

if n-totientGuess + 1 % 2 == 0 then
if

(
n-totientGuess + 1

2

)2− n is a perfect square then

d = dgGuess

gGuess

return "The secret exponent is: "+str(d)

end if
end if

end for
return "Wiener’s Attack cannot crack this e and n"

[8] offers proofs as to why one can calculate d by way of variables such as edg and
(p-1)(q-1)—they are omitted from this paper.
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Appendix B Another continued fraction attack algorithm

Wiener’s Attack

Input: e, n

q=
[⌊

e
n

⌋]
r=

[
e
n

]
for i = 1→ m do

calculate q′i and append it to q

calculate r′i and append it to r

convergent = calculate 〈q′0, q′1, · · · , q′i〉
kGuess = convergent.numerator

dGuess = convergent.denominator

edGuess = e*dGuess

totientGuess =
⌊
edGuess−1
kGuess

⌋
. where totientGuess is the approximation of φ(n).

pplusqGuess=n-totientGuess+1

a = 1

b = pplusqGuess

c = n

try
x1 = ((b) + sqrt(b**2-4*a*c))/2*a

x2 = ((b) - sqrt(b**2-4*a*c))/2*a

if x1 and x2 are integers then
calculate d using x1, x2, e, and n

return d

end if
except

pass

end for
return "Wiener’s Attack cannot crack this e and n"
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